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Antitrust Policy

▪ All WECC meetings are conducted in accordance with the WECC 

Antitrust Policy and the NERC Antitrust Compliance Guidelines 

▪ All participants must comply with the policy and guidelines

▪ This meeting is public—confidential or proprietary information 

should not be discussed in open session 
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Antitrust Policy

▪ This webinar is being recorded and will be posted publicly 

▪ By participating, you give your consent for your name, voice, 

image, and likeness to be included in that recording 

▪ WECC strives to ensure the information presented today is 

accurate and reflects the views of WECC

▪ However, all interpretations and positions are subject to change 

▪ If you have any questions, please contact WECC’s legal counsel 
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Agenda

Introduction - Steven Noess

Steven Noess, Reliability & Security Oversight, Compliance Administration 

CIP-012 Evidence Artifacts

Tom Williams, Manager, Cyber Security, Entity Monitoring

Audit Finding Update

Karin Schweitzer, Manager, Operations & Planning, Entity Monitoring 

Tom Williams, Manager, Cyber Security, Entity Monitoring

Align/webCDMS Update

Ben Aldous, Senior Data Analyst, Program Analysis and Administration
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Agenda

▪ Noteworthy aspects of CIP-012-1

▪ Key topics in prior outreach

▪ Typical CIP-012-1 evidence artifacts

▪ The CIP-012-1 plan

▪ Examples of CIP-012-1 security protections and controls

▪ Clarification on statement made in June 2021 WECC Open Webinar
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Noteworthy Aspects of CIP-012-1

▪ Written like an O&P Standard—based on grid function rather than 

on asset classification

▪ Some scenarios require collaboration on compliance and could 

involve third-party networks

▪ Not performance based; entities need to implement controls to 

mitigate risk and document those controls in a plan

▪ About protecting data rather than protecting systems
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Key Topics in Prior Outreach

▪ CIP-012-1 applicability

▪ Identifying Real-time Assessment and Real-time monitoring data 

(RTA/RTM data)

▪ Definition of Control Center

▪ Control Center and associated data centers

▪ Multiple CIP-012-1 entity and network scenarios

▪ Typical evidence artifacts (our focus today)
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Typical CIP-012-1 Evidence Artifacts

Auditors will evaluate the quality of your organization’s CIP-012-1 plan as well as 
the effectiveness of plan implementation.

Auditors will verify your organization’s CIP-012-1 plan for analysis of:

• Applicability of CIP-012-1 to your organization

• Transmission of RTA/RTM data by your organization

• Identification of all protections and controls your organization has implemented [R1.1]

• Identification of where controls are applied in the network for all CIP-012-1 scenarios 
[R1.2]

• Identification, for inter-entity scenarios, of the responsibilities for applying security 
protections to the transmission of RTA/RTM data [R1.3]
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What is a Plan?

A plan is a description of how your organization will achieve an 

objective (in this case, the security objectives of CIP-012-1).

To develop an effective CIP-012 plan, consider the risks of 

unauthorized disclosure and unauthorized modification of RTA/RTM 

data, then implement controls to mitigate the risk.

Entities have latitude in determining controls to meet a security 

objective.
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The CIP-012-1 Plan (R1)

R1 “The Responsible Entity shall implement, except under CIP Exceptional Circumstances, one or 

more documented plan(s) to mitigate the risks posed by unauthorized disclosure and 

unauthorized modification of Real-time Assessment and Real-time monitoring data while being 

transmitted between any applicable Control Centers. The Responsible Entity is not required to 

include oral communications in its plan. The plan shall include: … [R1.1, R1.2, R1.3]”

“The number and structure of the plans is at the discretion of the Responsible Entity as long as the 

plan(s) include the required elements described in Parts 1.1, 1.2, and 1.3 of Requirement R1.” CIP-

012-1 Implementation Guidance

▪ The CIP-012-1 Standard specifies the risks to mitigate—unauthorized disclosure and 

unauthorized modification of RTA/RTM data

▪ There could be additional risks based on different CIP-012-1 scenarios (intra-entity, inter-

entity, third-party networks)
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The CIP-012-1 Plan Particulars

▪ Cover R1.1, R1.2, and R1.3 in your plan

▪ Describe in your plan the controls your organization implemented 

to mitigate the risks of unauthorized disclosure and unauthorized 

modification of RTA/RTM data

▪ Describe in your plan how your organization identifies RTA/RTM

▪ Describe all CIP-012-1 scenarios applicable to your organization 

(intra-entity, inter-entity, inter-regional, third-party)
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CIP-012-1 Plan (R1.1)

R1.1 “Identification of security protection used to mitigate the risks posed by 
unauthorized disclosure and unauthorized modification of Real-time Assessment and 
Real-time monitoring data while being transmitted between Control Centers”

▪ Your plan should identify all controls implemented to mitigate risks posed by 
unauthorized disclosure and unauthorized modification of RTA/RTM data

▪ Consider not limiting your CIP-012 R1 plan to a single control (such as 
encryption)

▪ Consider describing in your plan a pool of security protections and identifying 
which of those protections are essential for achieving the security objective 
(defense in depth)
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Example Security Protections and Controls

▪ Encryption controls

▪ Access controls (physical and logical)

▪ Monitoring controls (detecting, responding, alerting)

Recommendation: Document in your organization’s CIP-012-1 plan a 

pool of security protections and controls such that the absence of 

encryption would not result in potential noncompliance
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Clarification June 2021 Open Webinar

In the June 2021 Open Webinar, WECC gave a presentation called 

CIP-012-1 Compliance. On slide 27 (“Typical CIP-012-1 Controls”), 

WECC said:

“WECC expects that encryption will be a typical technical control to meet the security 

objectives of CIP-012-1”

“WECC also expects that encryption, when used, would be applied at the network 

level, such as IPsec, rather than at a level higher than OSI Layer”

“Expects” was a poor word choice. The intent was that encryption 

would be a typical control.
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Encryption is Not Specified in CIP-012-1

While encryption is a typical control used to mitigate the risks posed 

by unauthorized disclosure and unauthorized modification of data, it 

is not the only possible control.

The WECC Audit Team will not call potential noncompliance due 

solely to the absence of encryption, unless your plan specifies 

encryption as the only method to meet the security objective and there 

is no encryption.

Encryption, when implemented, could occur at lower or upper layers 

of the network.
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CIP-012-1 Plan (R1.2)

R1.2 “Identification of where the Responsible Entity applied security protection 

for transmitting Real-time Assessment and Real-time monitoring data between 

Control Centers”

Evidence artifacts, in addition to the narrative in the plan, should 

include visual representation of where physical and logical security 

protections are applied in the network and who is responsible for 

those protections.

Your organization could have difference evidence artifacts for 

different scenarios and communication paths.
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CIP-012-1 Plan (R1.3)

R1.3 “If the Control Centers are owned or operated by different Responsible Entities, identification of the 

responsibilities of each Responsible Entity for applying security protection to the transmission of Real-time 

Assessment and Real-time monitoring data between those Control Centers.”

▪ R1.3 is specific to inter-entity CIP-012-1 scenarios (which could involve third-party networks)

▪ For R1.3, the WECC Audit Team will verify that your organization's plan identifies the responsibilities of 

both entities who transmit RTA/RTM to each other (whether directly or over a third-party network)

▪ When a third-party network is in the CIP-012-1 communication path, your plan should include a 

description of the controls on that network that support the security objectives of mitigating the risk of 

unauthorized disclosure and unauthorized modification of RTA/RTM

▪ R1.3 evidence artifacts could include formal agreements and memoranda of understanding (MOU); such 

agreements are not required and need not be legally binding to demonstrate compliance; regardless, 

entities are responsible for coordinating with each other
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Resources

CIP-012-1 Standard

WECC June 2021 Open Webinar

CIP-012-1 Implementation Guidance

CIP-012-1 Technical Rationale

NERC CIP-012-1 FAQs

WECC CIP-012-1 Failure Points
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https://www.nerc.com/pa/Stand/Reliability Standards/CIP-012-1.pdf
https://www.wecc.org/_layouts/15/WopiFrame.aspx?sourcedoc=/Administrative/Compliance%20Open%20Webinar%20June%202021.pdf&action=default&DefaultItemOpen=1
https://www.nerc.com/pa/comp/guidance/EROEndorsedImplementationGuidance/CIP-012-1 Communications Between Control Centers (2016-02 SDT).pdf
https://www.nerc.com/pa/Stand/Project202004Modifications to CIP012DL/CIP-012-2 Technical Rationale.pdf
https://www.nerc.com/pa/comp/Pages/CIP CMEP FAQs.aspx
https://www.wecc.org/Reliability/20210915_ICCP_Controls-Guidance-Compliance-Failure-Points-CIP-012-1_AAG.pdf
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Contact:

Tom Williams

Manager, Entity Monitoring, Cyber Security

CIP@wecc.org

twilliams@wecc.org
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Agenda

▪ Written daily debriefs

▪ Types of findings

▪ Definitions of different findings

▪ Will an Area of Concern become a Potential Noncompliance at the 

next audit?

▪ Post-audit 90-day follow-up
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Written Daily Debriefs

Typically, the WECC audit team will schedule debriefs Tuesday, 

Wednesday, and Thursday of all weeks of the engagement.

O&P and CIP are usually combined in the debrief.

The Audit Team Leads for O&P and CIP will provide, in writing, 

status of the Standards in scope
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Types of Findings

▪ No Finding (NF)

▪ Recommendation (REC)

▪ Positive Observation (PO)

▪ Area of Concern (AOC)

▪ Potential Noncompliance (PNC)

▪ Open Enforcement Action (OEA)

Definitions of findings on the following slides come from the ERO 

Enterprise Compliance Monitoring and Enforcement Manual
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What Does “No Finding” Mean?

“A determination that there is reasonable assurance that there is 

no instance of noncompliance with a Reliability Standard or 

Requirement.”
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What Is a Recommendation (REC)?

“Suggested improvements in the compliance program, control-

related processes, procedures, or tools to enhance the reliability, 

security, or resiliency of the BES. Opportunities for process 

improvements should be shared with the Registered Entity.”
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What Is a Positive Observation (PO)?

“A conclusion reached during an audit that relates favorably with 

respect to the quality of the registered entity’s processes, controls, or 

corporate culture of compliance.”

▪ Often areas in which an entity has demonstrated practices that the 

Audit Team would like to see other entities emulate 

▪ WECC does not share information about findings with other 

entities
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What Is an Area of Concern (AOC)?

Version 5 (2018)

“A situation that, if not addressed, could develop into future noncompliance. 

Ineffective or nonexistent preventive, corrective, or detective actions may 

contribute to an area of concern.”

Version 6 (2021)

“A situation that, if not addressed, could develop into future noncompliance 

or risk to the BPS. Ineffective or nonexistent internal controls may contribute 

to an area of concern.”
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Can an AOC Become a PNC?

Question:

“Will an AOC become a PNC at the next audit if I don’t make any changes?”

Answer:

Not automatically.

A Potential Noncompliance finding will have a basis in the Standards.
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What Is a Potential Noncompliance (PNC)?

“A determination that there is a possible failure to comply with a 

Reliability Standard or Requirement.”
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What Is an Open Enforcement Action?

“A potential noncompliance already identified and in the process 

of being mitigated. This may involve review of ongoing 

mitigation action(s) taken by the Registered Entity to correct or 

prevent recurrence of noncompliance for a Reliability Standard 

or Requirement.”
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Post-Audit 90-Day Follow-Up

Audit Team Leads will offer an opportunity for entities to have a 

follow-up meeting approximately 90 days after the audit engagement 

for the purpose of discussing Recommendations and Areas of 

Concern.

Discussion of Potential Noncompliance would not be in scope for this 

meeting.

This could be an opportunity for an entity to explain why a 

Recommendation or Area of Concern might not make sense for its 

organization.
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Resources

ERO Enterprise Compliance Monitoring and Enforcement Manual
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https://www.nerc.com/pa/comp/CAOneStopShop/ERO%20Enterprise%20Compliance%20Monitoring%20and%20Enforcement%20Manual%20v6.pdf
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Contact:

Karin Schweitzer

Manager, Entity Monitoring, 
Operations & Planning

kschweitzer@wecc.org

Tom Williams

Manager, Entity 
Monitoring, Cyber Security

twilliams@wecc.org
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Documents in webCDMS

▪ Preparing retirement plan and timeline

▪ Entities can begin reviewing and downloading data, documents, 

and evidence stored in webCDMS

▪ Download guide
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https://www.wecc.org/Administrative/webCDMS%20Document%20Download%20Guide.pdf
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Contact Update

▪ Review Compliance Contact assignments

▪ Managed in the ERO Portal (U.S. entities)

▪ WECC recommends at least one Alternate
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https://eroportal.nerc.net/
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Internet Explorer Retirement

▪ Users must access webCDMS in Microsoft Edge starting June 15

▪ Specific browser settings required: Instructions
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https://support.microsoft.com/en-us/office/internet-explorer-mode-in-microsoft-edge-6604162f-e38a-48b2-acd2-682dbac6f0de?ui=en-US&rs=en-US&ad=US
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Demo: webCDMS in Microsoft Edge
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Contact:

Ben Aldous

Sr. Analyst

baldous@wecc.org
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